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Agenda

●ONC Information Blocking Proposed Rule Background

●What is Information Blocking?

●Actors Subject to the Information Blocking Prohibition

●What Information is Covered?

● Seven Exceptions to the Information Blocking Prohibition

●Related Requirements for Certified API Technology under Proposed Rule

● Submission of Comments to ONC and Next Steps
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ONC Information Blocking Proposed Rule

●Department of Health and Human Services (HHS) Office of the National 
Coordinator for Health IT (ONC) Proposed Rule (Proposed Rule) 
entitled: “21st Century Cures: Interoperability, Information Blocking, and the 
ONC Health IT Certification Program” 

●Companion CMS Proposed Rule on Interoperability and Patient Access also 
released February 11, 2019; both expected to be published in the Monday, 
March 4 Federal Register, with a 60-day comment period, which would make 
comments on both proposals due Friday, May 3

●Our focus today—Provisions implementing information blocking prohibition 
in Title IV of 21st Century Cures Act (Cures Act), enacted in December 2016  

3



mwe.com

ONC Information Blocking Proposed Rule cont’d

●Cures Act sought to prohibit information blocking in order to promote 
the appropriate flow of health information and advance interoperability  

●Cures Act defined what information blocking is and directed HHS to 
identify through rulemaking “reasonable and necessary” activities that 
do NOT constitute information blocking
– This Proposed Rule tells us what is NOT information blocking 
– Sets forth 7 proposed exceptions for “reasonable and necessary” activities
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Why is Proposed Rule Important?   
● Information blocking is viewed by the Administration as not only a significant threat 

to interoperability but a limitation on the ability of providers to coordinate care and 
treat patients based on the most comprehensive information available

● Those subject to the Proposed Rules could face HHS Office of Inspector General 
(OIG) investigations and significant penalties
– But no OIG enforcement expected until the proposed rule is finalized  
– Public wall of shame (called for in CMS proposed rule)

● Putting the Proposed Rule in context –
– Part of the Administration’s ongoing effort to move to a value-based payment system where 

healthcare is affordable to all Americans, with patients at the center
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Administration’s Focus on Interoperability
– Administration is committed to using all of the levers in its tool box to further interoperable and 

transparent patient-focused health IT systems in which patients are empowered with the data they 
need to make the best decisions for themselves and their families

– The seamless exchange of health data is essential to this vision. The ONC and CMS proposed rules 
are part of a continuing effort to make data available to patients.  CMS has already forecast a desire 
to make the entire HIPAA designated record set available “electronically and fast” 

– While some would say that information blocking is really more a reflection that the infrastructure 
needed for health data exchange is lacking, the Administration and Congress firmly believe that 
actors purposefully block information flow
 Health care providers are believed to limit or prevent data exchange in an effort to retain patients
 Health IT vendors are believed to prohibit movement of data from one health IT system to another 

in an effort to maintain their customer base
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Common Goals of ONC and CMS Proposed Rules

●We see in these Proposed Rules an emphasis on: 
– Standards
– Application Programming Interfaces (APIs) as a means to empower patients with 

the data they need to make the best decisions for themselves and their families
– Transparency—the Proposed Rules include RFIs on price transparency and patient 

matching so that patients know what services cost in advance and so that patient 
data is accurate and complete

● Together, the two Proposed Rules intend to: 
– Move the health care ecosystem in the direction of interoperability
– Improve access, exchange, and use of electronic health information (EHI)
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What is Information Blocking?

● A practice that, except as required by law or covered by an exception, is likely to interfere 
with, prevent, or materially discourage access, exchange, or use of EHI.
– There are different knowledge standards for different “actors” under the law

● 5 categories of practices that are “likely to interfere” according to ONC:
1. Restrictions on access, exchange, or use
2. Limiting or restricting the interoperability of health IT
3. Impeding innovations and advancements in access, exchange, or use of health IT-enabled care delivery
4. Rent-seeking and other opportunistic pricing practices
5. Non-standard implementation practices
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Actors Subject to the Information Blocking Prohibition
● Health Care Provider

– “includes a hospital, skilled nursing facility, nursing facility, home health entity or other long term care facility, 
health care clinic, community mental health center . . . , renal dialysis facility, blood center, ambulatory surgical 
center . . .  , emergency medical services provider, Federally qualified health center, group practice, a 
pharmacist, a pharmacy, a laboratory, a physician  . . . , a practitioner . . . , a provider operated by, or under 
contract with, the Indian Health Service or by an Indian tribe . . . , tribal organization, or urban Indian 
organization . . . , a rural health clinic, a covered entity under section 256b of [Title 42], . . . a therapist . . . , and 
any other category of health care facility, entity, practitioner, or clinician determined appropriate by the 
Secretary.” – 42 U.S.C. 300jj

● Health IT Developer of Certified Health IT
– “an individual or entity that develops or offers health [IT] . . . and which had, at the time it engaged in a practice 

that is the subject of an information blocking claim, health [IT] (one or more) certified under the ONC Health IT 
Certification Program.”
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Actors Subject to Information
Blocking Prohibition cont’d
● Health Information Exchange (HIE)

– “an individual or entity that enables access, exchange, or use of electronic health information primarily between or 
among a particular class of individuals or entities or for a limited set of purposes.”

● Health Information Network (HIN)
– “an individual or entity that satisfies one or both of the following—

1. Determines, oversees, administers, controls, or substantially influences policies or agreements that define 
business, operational, technical, or other conditions or requirements for enabling or facilitating access, 
exchange, or use of electronic health information between or among two or more unaffiliated individuals or 
entities.

2. Provides, manages, controls, or substantially influences any technology or service that enables or facilitates the 
access, exchange, or use of electronic health information between or among two or more unaffiliated 
individuals or entities.”
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What Information is Covered?

● The information blocking prohibition applies to “electronic health information” or EHI

● ONC proposes to define EHI as:
– EPHI (as defined in the HIPAA regulations) and
– “Any other information that identifies the individual, or with respect to which there is a reasonable 

basis to believe the information can be used to identify the individual and is transmitted or maintained 
in electronic media, … that relates to the past, present, or future health or condition of an individual; 
the provision of health care to an individual; or the past, present, or future payment for the provision of 
health care to an individual.”
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The 7 Proposed Exceptions to Information Blocking
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1 Preventing Harm 

2 Promoting the Privacy of EHI

3 Responding to Infeasible Requests 

4 Maintaining and Improving Health IT Performance 

5 Promoting Security of EHI

6 Licensing Interoperability Elements

7 Cost Recovery
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Preventing Harm Exception

●ONC proposes to protect practices that reduce the likelihood of patient 
harm or harm to others.

●A practice must meet both:
– General conditions and 
– The requirements for either:
 organizational policies or 
 case-by-case determinations
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Preventing Harm Exception cont’d

●General Conditions: A practice is not information blocking if:
– The actor has a reasonable belief that the practice will directly and substantially 

reduce the likelihood of harm to a patient or someone else and
– The harm arises from one of the following:
 Corrupt/inaccurate data in a patient’s EHR
 Misidentification of a patient or their EHI or
 Disclosure where, in the professional judgment of a licensed health care 

professional, that disclosure is reasonably likely to present a danger to the life or 
physical safety of the patient or another person
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Preventing Harm Exception cont’d

● Organizational Policy: An organizational policy must be:
– In writing
– Based on relevant clinical, technical, and other appropriate expertise
– Implemented in a consistent and non-discriminatory manner and
– Only as broad as is necessary to mitigate the risk of harm

● Case-by-Case Determination: If a practice does not implement an organizational 
policy, the actor must make a finding in each case, based on the particular facts and 
circumstances, and based on, as applicable, relevant clinical, technical, and other 
appropriate expertise, that:
– The practice is necessary and
– No broader than necessary to mitigate the risk of harm
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Promoting the Privacy Of EHI Exception

●ONC proposes to protect practices that meet one of the following four separate 
and limited sub-exceptions designed to promote the privacy of EHI:
1. Precondition not satisfied
2. Health IT developer of certified health IT not covered by HIPAA
3. Denying request for EPHI under HIPAA Privacy Rule 
4. Respecting an individual’s request not to share information 
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Promoting the Privacy Of EHI Exception
(Precondition Not Satisfied Sub-Exception)
● This sub-exception would protect actors that choose not to provide access, exchange, or use of EHI when a state or 

federal privacy law requires the actor to satisfy a precondition and that precondition has not yet been satisfied. The 
practice must be:
– Tailored to the specific privacy risk or interest being addressed 
– Implemented in a consistent and non-discriminatory manner and either:
 Conform to organization policies and procedures, which must:
o Be in writing
o Specify the criteria used and, as applicable, steps the actor will take so that the precondition can be 

satisfied and
o Have been implemented, including by taking reasonable steps to ensure that its workforce members and its 

agents understand and consistently apply the policies and procedures or
 Have been documented, on a case-by-case basis, identifying the criteria used to determine when the 

precondition would be satisfied, any criteria not met, and the reason why the criteria were not met
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Promoting the Privacy Of EHI Exception 
(Precondition Not Satisfied Sub-Exception) cont’d

●For preconditions that rely on the provision of consent or authorization from an 
individual, the actor:
– Must have done all things reasonably necessary within its control to provide the 

individual with a meaningful opportunity to provide the consent or authorization and
– Must not have improperly encouraged or induced the individual to not provide the 

consent or authorization
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Promoting the Privacy Of EHI Exception
(Health IT Developer of Certified Health IT Not Covered 
by HIPAA Sub-Exception)
● This sub-exception would protect health IT developers of certified health IT that are 

not covered by the HIPAA Privacy Rule when they engage in practices that promote 
the privacy interests of individuals

● The practice must:
– Comply with applicable state and federal privacy laws
– Implement a process that is described in the actor’s organizational privacy policy
– Have previously been meaningfully disclosed to the persons or entities that use the actor’s product or service
– Be tailored to the specific privacy risk or interest being addressed and
– Be implemented in a consistent and non-discriminatory manner
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Promoting the Privacy Of EHI Exception
(Denying Request for EPHI under HIPAA Privacy Rule 
Sub-Exception)

● This sub-exception would protect actors that deny an individual’s request for access to 
their EPHI in instances when the HIPAA Privacy Rule would specifically permit such 
a denial under 45 CFR 164.524(a)(1), (2), and (3)  

● Examples of permissible denials include:
– Requests for psychotherapy notes 
– Certain requests for information created or obtained in the course of research and 
– Certain requests for information obtained from a non-health care provider under a promise of confidentiality
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Promoting the Privacy Of EHI Exception
(Respecting an Individual’s Request Not to Share 
Information Sub-Exception)
● This sub-exception would protect an actor that honors an individual’s request that their information not be shared

● Protection would only be available if:
– The individual requests that the actor not provide such access, exchange, or use
– That request is initiated by the individual without any improper encouragement or inducement by the actor 
– The actor or its agent documents the request within a reasonable time period and
– The actor’s practice is implemented in a consistent and non-discriminatory manner

● Note:  This sub-exception would not allow an actor to refuse to provide access, exchange, or use of EHI when 
providing such access, exchange, or use is required by law
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Responding to Infeasible Requests Exception

● ONC proposes an information blocking exception that would recognize that there may be practical challenges 
beyond an actor’s control that may limit the actor’s ability to comply with requests for access, exchange, or use

● In order to receive protection for a practice, the actor must: 
– Demonstrate that complying with the request in the manner requested would impose a substantial burden on the 

actor that is unreasonable under the circumstances
– Timely respond to all request relating to access, exchange, or use of EHI, including but not limited to requests to 

establish connections and to provide interoperability elements
– Provide the requestor with a detailed written explanation of the reasons why the actor cannot accommodate the 

request and
– Work with the requestor in a timely manner to identify and provide a reasonable alternative means of accessing, 

exchanging, or using the EHI

● ONC would not consider providing access, exchange, or use in the manner requested to be a burden merely 
because it would have facilitated competition with the actor or prevented the actor from charging a fee
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Responding to Infeasible Requests Exception cont’d

●Factors to consider to determine whether the burden is unreasonable:
– Type of EHI and the purposes for which it may be needed
– Cost to the actor of complying with the request in the manner requested
– Financial, technical, and other resources available to the actor
– Actor provides comparable access, exchange, or use to itself or to its customers, 

suppliers, partners, and other persons with whom it has a business relationship
– Whether the actor owns or has control over a predominant technology, platform, 

HIE, or HIN through which EHI is accessed or exchanged
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Responding to Infeasible Requests Exception cont’d

●Factors to consider to determine whether the burden is unreasonable:
– Whether the actor maintains EPHI on behalf of a covered entity or maintains EHI on 

behalf of the requestor or another person whose access, exchange, or use of EHI will 
be enabled or facilitated by the actor’s compliance with the request

– Whether the requestor and other relevant persons can reasonably access, exchange, 
or use the EHI from other sources or through other means and 

– Additional cost and burden to the requestor and other relevant persons of relying on 
alternative means of access, exchange, or use

24



mwe.com

Maintaining and Improving 
Health IT Performance Exception
● ONC proposes to protect practices that balance accessibility and usability of EHI with the need to ensure that 

health IT performs properly and efficiently

● An actor may make health IT under its control temporarily unavailable to perform maintenance or improvements, 
so long as the practice is:
– For a period of time no longer than necessary to achieve the maintenance or improvements for which the health 

IT was made unavailable
– Implemented in a consistent and non-discriminatory manner and 
– If the unavailability is initiated by a health IT developer of certified health IT, HIE, or HIN, agreed to by the 

individual or entity to whom the health IT developer of certified health IT, HIE, or HIN supplied the health IT 

● If an actor initiates the unavailability of health IT for maintenance or improvements in response to a risk of harm to 
a patient or another person or a security risk, then this exception would not be available to the actor and the actor 
would instead have to meet the requirements of the harm- or security-specific exception, as applicable 
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The 7 Proposed Exceptions to Information Blocking

26

1 Preventing Harm ✔

2 Promoting the Privacy of EHI ✔

3 Responding to Infeasible Requests ✔

4 Maintaining and Improving Health IT Performance ✔

5 Promoting Security of EHI

6 Licensing Interoperability Elements

7 Cost Recovery
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● ONC proposes an information blocking exception that seeks to balance need for reasonable 
information security with Cures Act goals of promoting patient access to EHI and exchange of 
EHI for care coordination and other permissible purposes

● Actors and their security-related practices may satisfy proposed exception through:
– Written organizational policies or 
– Determinations on a case-by-case basis under particular facts and circumstances

● A practice must meet both:
– General conditions and 
– Either the requirements for organizational policies or case-by-case determinations

27
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Promoting Security Of EHI Exception cont’d

● General Conditions: A practice is not Information Blocking if it is:
– Directly related to safeguarding the confidentiality, integrity and availability of EHI
– Tailored to the specific security risk being addressed and
– Implemented in a consistent and non-discriminatory manner

● Organizational Security Policy. An organizational security policy must:
– Be in writing
– Be based on, and directly respond to, security risks identified and assessed by the actor (e.g., a 

HIPAA security risk assessment)
– Align with consensus-based standards or best practices (e.g., NIST or ISO standards) and
– Provide objective timeframes and other parameters for identifying and responding to security 

incidents   
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● Case-by-Case Determination.  If a practice does not implement an organizational security policy, the 
actor must have made a determination in each case, based on the particular facts and circumstances that:
– The practice is necessary to mitigate security risk to the EHI and
– There are no reasonable and appropriate alternatives that address security risk that are less likely to interfere with, 

prevent, or materially discourage access, exchange or use of EHI

● ONC’s examples of practices that may meet exception:
– Request triggers malicious software detection alert and actor denies access for appropriate timeframe
– Temporary suspension of EHI access due to known software vulnerability
– Practice directly related to verifying identity before granting EHI access
– Refusal to grant access because individual cannot prove identity
– Role-based access controls
– Request comes from blacklisted website

Promoting Security Of EHI Exception cont’d
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Coordination with HIPAA Security Rule
• Actors that are Covered Entities or Business Associates should revisit their risk assessment and risk 

management policies and reconcile conflicting goals of Proposed Rule and HIPAA Security Rule
• Security Rule requires a CE or BA to identify and assess potential EPHI security risks and 

vulnerabilities and then implement administrative, physical, and technical safeguards that reduce the 
identified security risks and vulnerabilities to reasonable and appropriate levels taking into account its: 
– size, complexity, and capabilities 
– technical, hardware, and software infrastructure 
– the costs of security measures and 
– the likelihood and possible impact of potential risks to EPHI

• ONC cautions, “The fact that a practice complies with the HIPAA Security Rule does not establish 
that it meets the conditions of this proposed exception to the information blocking provision. The 
HIPAA Security Rule and this proposed exception have different focuses.” 
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Licensing Interoperability Elements Exception
● Information blocking may include Interoperability Element licensing terms with persons who 

require Interoperability Element to develop and provide interoperable technologies or services

● ONC proposes exception that seeks to balance an actor’s legitimate interest in protecting the 
value of its innovations and earning a return on the investment with Cures Act’s goal of 
facilitating access, exchange and use of EHI for permitted purposes

● Examples of practices implicating Information Blocking prohibition:

• Actor refuses to negotiate a license after receiving 
request from developer

• Actor offers a license to developer at a royalty rate 
that exceeds reasonable and non-discriminatory rate

• Actor offers a license to a competitor at royalty 
significantly higher than was offered to a party not in 
direct competition with the actor

• An actor files a patent infringement lawsuit against a 
developer without first offering to negotiate a license 
on reasonable and non-discriminatory  terms
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● Health IT hardware or software functional element that could be used to access, 
exchange, or use EHI for any purpose, including EHI transmitted or maintained in 
disparate media, information systems, HIEs or HINs 

● Technical information that describes functional elements (such as a standard, 
specification, protocol, data model, or schema) and that a person of ordinary skill 
in the art may require to use the functional elements of the technology, including to 
develop compatible technologies that incorporate or use the functional elements 

● Any technology or service required to enable the use of a compatible technology in 
production environments, including any system resource, technical infrastructure 
or HIE or HIN element 

● License, right, or privilege that may be required to commercially offer and 
distribute compatible technologies and make them available for use in production 
environments 

● Any other means by which EHI may be accessed, exchanged, or used

HANDLING REQUESTS 
TO LICENSE 
INTEROPERABILITY 
ELEMENTS

Upon receiving a request to license or 
use Interoperability Elements, actor 
must respond to the requestor within 
10 business days from receipt of the 
request by:

– Negotiating with the requestor in 
a reasonable and non-
discriminatory (RAND) fashion
to identify the interoperability 
elements that are needed and

– Offering an appropriate license 
with RAND terms

What is an Interoperability Element?

32



mwe.com

Required Scope of Rights Under License

● Actor must license the needed Interoperability Elements on RAND terms

● License must provide all rights necessary to access and use the Interoperability 
Elements for the following purposes, as applicable:

Developing products or services that 
are interoperable with actor’s health 
IT, health IT under the actor’s 
control, or any third party who 
currently uses the actor’s 
Interoperability Elements to 
interoperate with the actor’s health 
IT or health IT under the actor’s 
control

Marketing, offering, and distributing 
the interoperable products and/or 
services to potential customers and 
users
E.g., access to the actor’s app 
store/marketplace, but not preferred 
status

Enabling the use of the interoperable 
products or services in production 
environments, including accessing 
and enabling the exchange and use 
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Permissible Royalty Terms

● If actor charges a royalty for use of Interoperability Element, the royalty must be:
– Reasonable (including base and rate)
– Non-discriminatory (discussed below)
– Based solely on independent value of actor’s technology to the licensee’s products, not on any strategic value 

stemming from actor’s control over essential means of accessing, exchanging, or using EHI

● ONC references antitrust and IP law authorities establishing requirements for “standard-
essential technologies”

● If actor has licensed the Interoperability Element through a standards development 
organization in accordance with such organization’s policies regarding the licensing of 
standard-essential technologies on RAND terms, the actor may charge a royalty that is 
consistent with such policies
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Ten Factors for Determining Reasonableness of Royalty

1 Royalties received by the actor for the licensing of the proprietary elements in other circumstances 
comparable to RAND-licensing circumstances

2 Rates paid by the licensee for the use of other comparable proprietary elements

3 Nature and scope of the license

4
Effect of the proprietary elements in promoting sales of other products of the licensee and the licensor, 
taking into account only the contribution of the elements themselves and not of the enhanced 
interoperability that they enable

5 Utility and advantages of the actor’s interoperability element over the existing technology, if any, that had 
been used to achieve a similar level of access, exchange, or use of EHI

6 Contribution of the elements to the technical capabilities of the licensee’s products, taking into account 
only the value of the elements themselves and not the enhanced interoperability that they enable
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Ten Factors for Determining Reasonableness
of Royalty cont’d

7
Portion of the profit or of the selling price that may be customary in the particular business or in 
comparable businesses to allow for the use of the proprietary elements or analogous elements that are also 
covered by RAND commitments

8
Portion of the realizable profit that should be credited to the proprietary elements as distinguished from 
non-proprietary elements, the manufacturing process, business risks, significant features or improvements 
added by the licensee, or the strategic value resulting from the network effects, switching costs, or other 
effects of the adoption of the actor’s technology

9 Opinion testimony of qualified experts

10
Amount that a licensor and a licensee would have agreed upon (at the time the licensee began using the 
elements) if both were considering the RAND obligation under this exception and its purposes, and had 
been reasonably and voluntarily trying to reach an agreement
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Non-Discriminatory Terms

● Royalty and other terms under which actor licenses/provides Interoperability Elements 
must be non-discriminatory and comply with the following requirements:
– Terms must be based on objective and verifiable criteria that are uniformly applied for all 

substantially similar or similarly situated classes of persons and requests
– Terms must not be based in any part on—
 Whether the requestor or other person is a competitor, potential competitor, or will be using EHI 

obtained via the Interoperability Elements in a way that facilitates competition with the actor or 
 Revenue or other value the requestor may derive from access, exchange, or use of EHI obtained via 

the Interoperability Elements, including the secondary use of such EHI 
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Prohibited Collateral Terms
● Actor must not require the licensee or its agents or contractors to do, or to agree to do, any of 

the following:
– Not compete with the actor in any product, service, or market
– Deal exclusively with the actor in any product, service, or market 
– Obtain additional licenses, products, or services that are unrelated to or can be unbundled from the requested 

interoperability elements 
– License, grant, assign, or transfer to the actor any intellectual property of the licensee
– Pay a fee of any kind except for (1) reasonable royalties described above or (2) a fee that meets the requirements 

of the information blocking exception for recovery of reasonably incurred costs

● Actor may require a reasonable non-disclosure agreement that is no broader than necessary to 
prevent unauthorized disclosure of the actor's trade secrets, provided—
– Agreement states with particularity all information the actor claims as trade secrets and 
– Such information meets the definition of a trade secret under applicable law
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Additional Prohibited Practices
● Actor must not engage in any practice that has any of the following purposes or effects:

– Impeding efficient use of Interoperability Elements to access, exchange, or use EHI for any permissible purpose
– Impeding the efficient development, distribution, deployment, or use of an interoperable product or service for 

which there is actual or potential demand
– Degrading the performance or interoperability of the licensee’s products or services, unless necessary to improve 

the actor’s technology and after affording the licensee a reasonable opportunity to update its technology to 
maintain interoperability

● If actor is a health IT developer subject to the conditions of certification in § 170.402  (regarding 
assurances of compliance), 170.403 (regarding gag clauses and other prohibited and permitted 
communication practices) or § 170.404 (regarding requirements for developers of Health IT Modules 
certified to the API certification criteria in § 170.315(g)(7) to (11), the actor must comply with such 
requirements 
– E.g., Certain APIs must be made available royalty free under § 170.404 
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Cost Recovery Information Blocking Exception
● Since information blocking may include fees that interfere with the access, exchange or use of 

EHI, ONC proposes an exception that permits actors to recover costs reasonably incurred for such 
access, exchange or use 

● In preamble, ONC states, “We note that complying with requirements of this exception would not 
prevent an actor for making a profit in connection with the provision of access, exchange or use of 
EHI. Indeed, the costs recoverable under this proposed exception could include a reasonable 
profit, provided that all applicable conditions were met.”

● ONC seeks to balance goal of incentivizing investment in interoperable technologies with Cures 
Act’s goal of facilitating access, exchange and use of EHI for proper purposes

● This exceptions is in addition to the exception for certain royalties under the licensing 
Interoperability Element information blocking exception
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Cost Recovery Exception cont’d

● Exception is limited to actor’s costs reasonably incurred to provide access, exchange, or use of EHI

● Method by which the actor recovers its costs must
– Be based on objective and verifiable criteria that are uniformly applied for all substantially similar or similarly 

situated classes of persons and requests
– Be reasonably related to the actor’s costs of providing the type of access, exchange, or use to, or at the request 

of, the person or entity to whom the fee is charged
– Be reasonably allocated among all customers to whom technology or service is supplied, or for whom the 

technology is supported
– Not be based in any part on whether requestor or other person is a competitor, potential competitor, or will be 

using the EHI in a way that facilitates competition with the actor AND
– Not be based on the sales, profit, revenue, or other value that the requestor or other persons derive or may derive 

from the access to, exchange of, or use of EHI, including the secondary use of such information, that exceeds the 
actor’s reasonable costs for providing access, exchange, or use of EHI
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Specifically Excluded Costs
● Costs that the actor incurred due to the health IT being designed or implemented in non-standard ways that unnecessarily increase the 

complexity, difficulty or burden of accessing, exchanging, or using EHI

● Costs associated with intangible assets (including depreciation or loss of value), other than the actual development or acquisition 
costs of such assets 

● Opportunity costs, except for the reasonable forward-looking cost of capital 

● A fee prohibited by the HIPAA Privacy Rule’s PHI access fee restrictions at 
45 CFR § 164.524(c)(4) 

● A fee based in any part on the electronic access by an individual or their 
personal representative, agent, or designee to the individual’s EHI 

● A fee to perform an export of EHI via the export capability of health IT 
certified to the ONC’s certification criterion at §170.315(b)(10) for the 
purposes of switching health IT or to provide patients their EHI or 

● A fee to export or convert data from an EHR technology, unless such fee was 
agreed to in writing at the time the technology was acquired
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● APIs Certified to §170.315(g)(7) – (11)
– If the actor is a developer of a Health IT Module 

certified to any of the certification criteria for APIs 
at §170.315(g)(7) – (11),  the actor (i.e., the API 
Technology Supplier) must comply with API fee 
limitations and other Conditions of Certification at 
§170.404

– If actor is an API Data Provider, the actor is only 
permitted to charge the same fees that an API 
Technology Supplier is permitted to charge to 
recover costs consistent with the permitted fees 
specified in the Condition of Certification at 
§170.404

● Export Capability Certified to §170.315(b)(10) 
– Condition of Certification at § 170.402(a)(4) requires 

health IT developer that manages EHI to certify to 
health IT certification criterion for export capability 
at §170.315(b)(10) 

– As noted on previous slide, the exception specifically 
prohibits any fee to perform an export of EHI via the 
export capability at §170.315(b)(10) for the purposes 
of switching health IT or to provide patients their 
EHI

Coordination With Health IT Certification Criteria
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Conditions of Certification For Certified API Technology

● Fees charged for certified API technology must satisfy Information Blocking exception for 
– Reasonable royalties under licensing Interoperability Elements exception OR
– Reasonable costs under recovery of costs reasonably incurred exception AND

● API Technology Suppliers must also meet redundant and additional restrictions on fees 
related to certified API technology that are motivated by same competing policy objectives, 
including
– General Conditions and
– One of the following permitted fee categories: 
 To recover reasonable costs of development, deployment and upgrades of API for API Data Supplier
 To recover incremental costs to support the use of API deployed for API Data Supplier
 Fee to an API User for value-added services supplied in connection with software that can interact with API, 

provided that services are not necessary to efficiently/effectively develop and deploy software (e.g., preferred 
placement in API Technology Supplier’s app store)
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The 7 Proposed Exceptions to Information Blocking

45

1 Preventing Harm ✔

2 Promoting the Privacy of EHI ✔

3 Responding to Infeasible Requests ✔

4 Maintaining and Improving Health IT Performance ✔

5 Promoting Security of EHI ✔

6 Licensing Interoperability Elements ✔

7 Cost Recovery ✔
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Next Steps
● Evaluate existing policies and procedures, including those related to privacy and security, to 

determine how they stack up to ONC’s proposed exceptions

● Consider whether to revise existing information security risk assessment and risk management 
policies and practices since actors must tailor their security measures to address specific risks 
related to the access, exchange or use of EHI through interoperability elements in order to avoid 
accusations that actor is illegitimately citing security concerns to engage in information blocking

● Consider potential need to refine or restructure terms of existing or template agreements affecting 
access to EHI to ensure that practices and agreement terms fit within ONC’s proposed exceptions

● Begin gathering records of expenditures and other information to support pricing for APIs and 
other technology that must employ cost-based pricing
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Submission of Comments to ONC

●Remember comments are due 60 days after publication in the Federal Register, 
which we expect to be May 3, 2019

●When commenting, stakeholders should remember:
– Decide whether you want to submit comments individually or as part of an 

association or other group
– Make it easy by providing specific language that you would like ONC to adopt in 

the final rule
– Identity the good and the bad in the Proposed Rule
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McDermott Will & Emery Materials

● McDermott Will & Emery overview and analysis of ONC’s Information Blocking 
Proposed Rule: https://www.mwe.com/insights/onc-proposes-to-define-conduct-that-
is-not-information-blocking-under-the-cures-act/

● McDermott Will & Emery overview and analysis of CMS’s Interoperability Proposed 
Rule: https://www.mwe.com/insights/cms-releases-proposed-rule-to-advance-
interoperability-and-the-exchange-of-medical-record-and-plan-information/
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CAPABILITIES

Karen focuses her practice on regulatory and government affairs, exclusively in the health sector. She is a highly experienced government relations strategist and 
advocate with more than two decades of experience. Karen represents some of the country’s largest and most renowned integrated health care delivery systems, 
professional associations and health information technology companies, among others, in the health sector on federal legislative, regulatory and legal matters.
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Washington, DC
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James practices at the intersection of today’s most pertinent health care issues, including digital health, health IT policy, and fraud and abuse, including Anti-
Kickback Statute/Stark Law matters.  With more than 10 years of experience in the US Department of Health and Human Services’ Office of Inspector General most 
recently as Senior Counselor for Health Information Technology, James is well-attuned to the regulatory issues impacting the rapidly evolving digital health 
landscape, including information blocking and interoperability; electronic health records; cybersecurity; and value-based care.
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Daniel counsels a wide range of health care industry clients, including health care providers, health information technology (IT) vendors, payers and life sciences 
companies regarding: privacy and data protection matters; acquisition and deployment of health IT; and government program reimbursement matters affecting health 
IT. In particular, Daniel has deep experience advising US health sector clients regarding privacy, security and Medicare and Medicaid program reimbursement for use 
of health IT and clinical quality data reporting. He is known for the practical, risk-based approach that he brings to these matters.

Daniel is a co-leader of the McDermott’s Global Privacy and Cybersecurity Practice.  
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