PRATT’S PRIVACY & CYBERSECURITY LAW REPORT

AN A.S. PRATT PUBLICATION
NOVEMBER/DECEMBER 2016
VOL. 2 • NO. 9

PRATT’S

PRIVACY &
CYBERSECURITY
LAW
REPORT

EDITOR’S NOTE: MIND YOUR DATA
Steven A. Meyerowitz

NOVEMBER/DECEMBER 2016

THREE HIGH-DOLLAR OCR SETTLEMENTS
(INCLUDING LARGEST TO DATE AGAINST
SINGLE ENTITY) EMPHASIZE IMPORTANCE
OF HIPAA SECURITY MANAGEMENT
PROCESS
Kimberly C. Metzger and Deepali Doddi
HOLD ON, YOU DIDN’T OVERPAY FOR THAT:
COURTS ADDRESS NEW “OVERPAYMENT”
THEORY FROM PLAINTIFFS IN DATA BREACH
CASES
Andrew C. Glass, David D. Christensen,
and Matthew N. Lowe

GUIDANCE ON RANSOMWARE ATTACKS
UNDER HIPAA AND STATE DATA BREACH
NOTIFICATION LAWS
Amy M. Gordon, Ann Killilea, Michael G. Morgan,
Susan M. Nash, and Angela M. Stockbridge
FTC FINDS “HARM” IN LABMD DATA
SECURITY PRACTICES
Daniel K. Alvarez, Elizabeth J. Bower,
and James C. Dugan
IN THE COURTS
Steven A. Meyerowitz

VOL. 2 • NO. 9

Pratt’s Privacy & Cybersecurity
Law Report
VOLUME 2

NUMBER 9

NOVEMBER/DECEMBER 2016

Editor’s Note: Mind Your Data
Steven A. Meyerowitz

295

Three High-Dollar OCR Settlements (Including Largest to Date Against Single
Entity) Emphasize Importance of HIPAA Security Management Process
Kimberly C. Metzger and Deepali Doddi

297

Hold On, You Didn’t Overpay for That: Courts Address New ‘‘Overpayment’’
Theory from Plaintiffs in Data Breach Cases
Andrew C. Glass, David D. Christensen, and Matthew N. Lowe

305

Guidance on Ransomware Attacks under HIPAA and State Data Breach
Notification Laws
Amy M. Gordon, Ann Killilea, Michael G. Morgan, Susan M. Nash, and
Angela M. Stockbridge

311

FTC Finds ‘‘Harm’’ in LabMD Data Security Practices
Daniel K. Alvarez, Elizabeth J. Bower, and James C. Dugan

316

In the Courts
Steven A. Meyerowitz

320

QUESTIONS ABOUT THIS PUBLICATION?
For questions about the Editorial Content appearing in these volumes or reprint permission, please contact:
Deneil C. Targowski at ................................................................................................ 908-673-3380
Email: ........................................................................................ Deneil.C.Targowski@lexisnexis.com
For assistance with replacement pages, shipments, billing or other customer service matters, please call:
Customer Services Department at ............................................................................. (800) 833-9844
Outside the United States and Canada, please call .................................................... (518) 487-3000
Fax Number ...................................................................................................... . . . . (518) 487-3584
Customer Service Web site ......................................................... http://www.lexisnexis.com/custserv/
For information on other Matthew Bender publications, please call
Your account manager or .......................................................................................... (800) 223-1940
Outside the United States and Canada, please call ............................................... (518) 487-3000

ISBN: 978-1-6328-3362-4 (print)
ISBN: 978-1-6328-3363-1 (eBook)
ISSN: 2380-4785 (Print)
ISSN: 2380-4823 (Online)

Cite this publication as:
[author name], [article title], [vol. no.] PRATT’S PRIVACY & CYBERSECURITY LAW REPORT [page number]
(LexisNexis A.S. Pratt);
Laura Clark Fey and Jeff Johnson, Shielding Personal Information in eDiscovery, [1] PRATT’S PRIVACY &
CYBERSECURITY LAW REPORT [297] (LexisNexis A.S. Pratt)
This publication is sold with the understanding that the publisher is not engaged in rendering legal, accounting, or
other professional services. If legal advice or other expert assistance is required, the services of a competent professional
should be sought.
LexisNexis and the Knowledge Burst logo are registered trademarks of Reed Elsevier Properties Inc., used under license.
A.S. Pratt is a trademark of Reed Elsevier Properties SA, used under license.
Copyright # 2016 Reed Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. All Rights
Reserved.
No copyright is claimed by LexisNexis, Matthew Bender & Company, Inc., or Reed Elsevier Properties SA, in the text
of statutes, regulations, and excerpts from court opinions quoted within this work. Permission to copy material may be
licensed for a fee from the Copyright Clearance Center, 222 Rosewood Drive, Danvers, Mass. 01923, telephone (978)
750-8400.
An A.S. Prattä Publication
Editorial

Editorial Offices
630 Central Ave., New Providence, NJ 07974 (908) 464-6800
201 Mission St., San Francisco, CA 94105-1831 (415) 908-3200
www.lexisnexis.com
(2016–Pub. 4939)

Editor-in-Chief, Editor & Board of Editors
EDITOR-IN-CHIEF
STEVEN A. MEYEROWITZ
President, Meyerowitz Communications Inc.
EDITOR
VICTORIA PRUSSEN SPEARS
Senior Vice President, Meyerowitz Communications Inc.
BOARD OF EDITORS
EMILIO W. CIVIDANES
Partner, Venable LLP
RICHARD COHEN
Special Counsel, Kelley Drye & Warren LLP
CHRISTOPHER G. CWALINA
Partner, Holland & Knight LLP
RICHARD D. HARRIS
Partner, Day Pitney LLP
DAVID C. LASHWAY
Partner, Baker & McKenzie LLP
CRAIG A. NEWMAN
Partner, Patterson Belknap Webb & Tyler LLP
ALAN CHARLES RAUL
Partner, Sidley Austin LLP
AARON P. SIMPSON
Partner, Hunton & Williams LLP
RANDI SINGER
Partner, Weil, Gotshal & Manges LLP
JOHN P. TOMASZEWSKI
Senior Counsel, Seyfarth Shaw LLP
TODD G. VARE
Partner, Barnes & Thornburg LLP
THOMAS F. ZYCH
Partner, Thompson Hine

iii

Pratt’s Privacy & Cybersecurity Law Report is published nine times a year by Matthew Bender & Company, Inc.
Periodicals Postage Paid at Washington, D.C., and at additional mailing offices. Copyright 2016 Reed
Elsevier Properties SA, used under license by Matthew Bender & Company, Inc. No part of this journal
may be reproduced in any form—by microfilm, xerography, or otherwise—or incorporated into any
information retrieval system without the written permission of the copyright owner. For customer
support, please contact LexisNexis Matthew Bender, 1275 Broadway, Albany, NY 12204 or e-mail
Customer.Support@lexisnexis.com. Direct any editorial inquires and send any material for publication
to Steven A. Meyerowitz, Editor-in-Chief, Meyerowitz Communications Inc., 26910 Grand Central
Parkway Suite 18R, Floral Park, New York 11005, smeyerowitz@meyerowitzcommunications.com,
718.224.2258. Material for publication is welcomed—articles, decisions, or other items of interest to
lawyers and law firms, in-house counsel, government lawyers, senior business executives, and anyone
interested in privacy and cybersecurity related issues and legal developments. This publication is
designed to be accurate and authoritative, but neither the publisher nor the authors are rendering
legal, accounting, or other professional services in this publication. If legal or other expert advice is
desired, retain the services of an appropriate professional. The articles and columns reflect only the
present considerations and views of the authors and do not necessarily reflect those of the firms or
organizations with which they are affiliated, any of the former or present clients of the authors or their
firms or organizations, or the editors or publisher.
POSTMASTER: Send address changes to Pratt’s Privacy & Cybersecurity Law Report, LexisNexis Matthew Bender, 630
Central Ave., New Providence, NJ 07974.

iv

Guidance on Ransomware Attacks under
HIPAA and State Data Breach
Notification Laws
By Amy M. Gordon, Ann Killilea, Michael G. Morgan, Susan M. Nash, and
Angela M. Stockbridge*
The U.S. Department of Health and Human Services has recently issued guidance
under the Health Insurance Portability and Accountability Act on what covered
entities and business associates can do to prevent and recover from ransomware
attacks; however, other state data breach notification laws can also be triggered by a
ransomware attack. The authors of this article explain the guidance and what to do if
you are subject to a ransomware attack.
The U.S. Department of Health and Human Services (‘‘HHS’’) recently issued
guidance under the Health Insurance Portability and Accountability Act (‘‘HIPAA’’)
on what covered entities and business associates can do to prevent and recover from
ransomware attacks. Ransomware attacks can also trigger concerns under state data
breach notification laws.
WHAT IS RANSOMWARE?
Ransomware is a type of malware (malicious software). It is deployed through
devices and systems through spam, phishing messages, websites, and email attachments, or it can be directly installed by an attacker who has hacked into a system. In
many instances, when a user clicks on the malicious link or opens the attachment, it
infects the user’s data. Ransomware attempts to deny access to a user’s data, usually by
encrypting the data with a key known only to the hacker who deployed the malware.
After the user’s data is encrypted, the ransomware attacker directs the user to pay a
ransom in order to receive a decryption key. However, the attacker may also deploy
ransomware that destroys or impermissibly transfers information from an information
system to a remote location controlled by the attacker. Paying the ransom may result in
the attacker providing the key necessary needed to decrypt the information, but it is
not guaranteed. In 2016, at least four hospitals have reported attacks by ransomware,
but additional attacks are believed to go unreported.
*

Amy M. Gordon (agordon@mwe.com) is a partner at McDermott Will & Emery LLP focusing her
practice on welfare benefits compliance. Ann Killilea (akillilea@mwe.com) is counsel at the firm concentrating her practice on privacy and data protection, and corporate commercial matters. Michael G.
Morgan (mmorgan@mwe.com) is a partner at the firm and a leader of the Global Privacy and Cybersecurity practice. Susan M. Nash (snash@mwe.com) is a partner at the firm practicing in the areas of health
care reform and health and welfare benefit plans. Angela M. Stockbridge is an associate at the firm
concentrating her practice on employee benefits matters.
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HIPAA SECURITY RULE AND BEST PRACTICES
The HIPAA Security Rule requires covered entities and business associates to implement security measures. It also requires covered entities and business associates to
conduct an accurate and thorough risk analysis of the potential risks and vulnerabilities
to the confidentiality, integrity and availability of electronic protected health information (‘‘ePHI’’) the entities create, receive, maintain, or transmit and to implement
security measures sufficient to reduce those identified risks and vulnerabilities to a
reasonable and appropriate level. The HIPAA Security Rule establishes a floor for the
security of ePHI, although additional and/or more stringent security measures are
certainly permissible and may be required under state law. Compliance with
HIPAA’s existing requirements provides covered entities and business associates
with guidance on how to prevent and address breaches that compromise protected
health information. The new HIPAA guidance specific to ransomware reinforces how
the existing requirements can help an entity protect sensitive information.
HHS has suggested that covered entities and business associates frequently back up
their documents because ransomware denies access to the covered entity’s and business
associate’s data. Maintaining frequent backups and ensuring the ability to recover data
from a separate backup source is crucial to recovering from a ransomware attack. Test
restorations should be periodically conducted to verify the integrity of backed-up data and
provide confidence in an organization’s data restoration capabilities. Because some
ransomware variants have been known to remove or otherwise disrupt online backups,
entities should consider maintaining backups offline and inaccessible from their networks.
Covered entities and business associates should also install malicious software protections and educate its workforce members on data security practices that can reduce the
risk of ransomware, including how to detect malware-type emails, the importance of
avoiding suspicious websites and complying with sound password policies.
Lastly, each covered entity or business associate should ensure that its incident
response plan addresses ransomware incidents. Many entities have crafted their policies
and incident response plans to focus on other more typical daily personal information
risks, such as the lost laptop or personal device. A ransomware event should expressly
trigger the activities required by the incident response plan, including the requirement
to activate the response team, initiate the required investigation, identify appropriate
remediation, determine legal and regulatory notification obligations, and conduct
post-event review.
INDICATIONS OF A RANSOMWARE ATTACK
Indicators of a ransomware attack could include:


The receipt of an email from an attacker advising that files have been encrypted
and demanding a ransom in exchange for the decryption key;
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A user’s realization that a link that was clicked on, a file attachment opened or a
website visited may have been malicious in nature;
An increase in activity in the central processing unit (‘‘CPU’’) of a computer and
disk activity for no apparent reason (due to the ransomware searching for,
encrypting and removing data files);
An inability to access certain files as the ransomware encrypts, deletes and
renames and/or relocates data; and
Detection of suspicious network communications between the ransomware and
the attackers’ command and control server(s) (this would most likely be
detected by IT personnel via an intrusion detection or similar solution).

WHAT TO DO IF SUBJECT TO A RANSOMWARE ATTACK?
A covered entity or business associate that is subject to a ransomware attack may find
it necessary to activate its contingency or business continuity plans. Once the contingency or business continuity plan is activated, an entity will be able to continue its dayto-day business operations while continuing to respond to, and recover from, a
ransomware attack. The entity’s robust security incident procedures for responding
to a ransomware attack should include the following processes to:











Activate the entity’s incident response plan and follow its requirements;
Notify the entity’s cyber liability insurer as soon as enough information is
available to indicate a possible ransomware attack and within any time period
required under the applicable policy;
Detect and conduct an analysis of the ransomware, determining the scope of the
incident and identifying what networks, systems or applications are affected;
Determine the origin of the incident (who/what/where/when), including how
the incident occurred (e.g., tools and attack methods used, vulnerabilities
exploited);
Determine whether the incident is finished, is ongoing or has propagated
additional incidents throughout the environment;
Contain and eradicate the ransomware and mitigate or remediate vulnerabilities
that permitted the ransomware attack and propagation;
Recover from the ransomware attack by restoring data lost during the attack and
returning to ‘‘business-as-usual’’ operations; and
Conduct post-incident activities, which could include a deeper analysis of the
evidence to determine if the entity has any regulatory, contractual or other
obligations as a result of the incident (such as providing notification of a
breach of protected health information), and incorporating any lessons
learned into the overall security management process of the entity to improve
incident response effectiveness for future security incidents.
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Additionally, it is recommended that an entity infected with ransomware consult,
early on, with legal counsel who can assist with reporting the incident to the extent it is
a criminal matter to law enforcement. Counsel frequently have ongoing contacts
within the cybercrime units of the Federal Bureau of Investigation (‘‘FBI’’) or the
U.S. Secret Service that may deploy appropriate resources to address the matter and
to supply helpful information. These agencies work with federal, state, local, and
international partners to pursue cyber criminals globally and assist victims of cybercrime. Counsel can advise on the type of information appropriate to disclose to law
enforcement, while taking steps to establish and maintain the attorney-client privilege
and, if appropriate, the attorney work product protection. Counsel also can assist in
preparing communications (e.g., mandatory notifications and reports to senior executives and boards), advise on potential legal exposure from the incident, and provide
representation in connection with government inquiries or litigation.
IF RANSOMWARE INFECTS A COVERED ENTITY’S OR A BUSINESS
ASSOCIATE’S COMPUTER SYSTEM, IS IT A PER SE HIPAA BREACH?
Not necessarily. Whether or not the presence of ransomware would be a breach
under the HIPAA Privacy Rule or HIPAA Security Rule (the ‘‘HIPAA Rules’’) is a factspecific determination. A breach under the HIPAA Rules is defined as, ‘‘. . .the acquisition, access, use or disclosure of PHI in a manner not permitted under the [HIPAA
Privacy Rule] which compromises the security or privacy of the PHI.’’ A covered entity
or business associate should, however, perform a risk assessment after experiencing a
ransomware incident to determine if a reportable breach has occurred and to determine
the appropriate mitigating action.
If the ePHI was encrypted prior to the incident in accordance with the HHS
guidance, there may not be a breach if the encryption that was in place rendered
the affected PHI unreadable, unusable and indecipherable to the unauthorized
person or people. If, however, the ePHI is encrypted by the ransomware attack, a
breach has occurred because the ePHI encrypted by the ransomware was acquired (i.e.,
unauthorized individuals have taken possession or control of the information), and
thus is a ‘‘disclosure’’ not permitted under the HIPAA Privacy Rule.
Thus, in order to determine if the information was acquired and accessed in the
incident, additional analysis will be required. Unless the covered entity or business
associate can demonstrate that there is a ‘‘[l]ow probability that the PHI has been
compromised,’’ based on the factors set forth in the HIPAA breach notification rule, a
breach of PHI is presumed to have occurred. If a breach has occurred, the entity must
comply with the applicable breach notification provisions under HIPAA and, if applicable, state law.
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DOES A RANSOMWARE EVENT TRIGGER STATE DATA BREACH
NOTIFICATION OBLIGATIONS?
Possibly. In a majority of states, data breach notification requirements are triggered
when there is both ‘‘unauthorized access’’ to and ‘‘acquisition’’ of personally identifiable
information. Whether a ransomware event meets the access and acquisition elements
of these statutes is, as in the HIPAA analysis, a fact-specific determination. If, for
example, the hackers were able to move the personally identifiable information from
the entity’s network to their own, it is clear that the hackers achieved unauthorized
access to and acquisition of the information. State data breach notification laws
pertaining to the affected individuals would need to be analyzed and factored into
the entity’s overall notification requirements.
Ransomware though is usually designed to extort money from victim entities rather
than steal personally identifiable information. If the forensics team can present credible
evidence that no personally identifiable information was acquired by the hackers, then
these obligations may not be triggered. The forensics team, consistent with the incident response team requirements, should document findings that support a defensible
decision under these statutes, in case of a subsequent regulatory investigation or
litigation, not to notify affected individuals.
In a minority of states, the data breach notification requirements are triggered when
there is simply ‘‘unauthorized access’’ to personally identifiable information. This lower
standard may mean that the entity must notify its customers of a data breach even
when no personally identifiable information is acquired by a hacker. Entities that
maintain personally identifiable information of residents of Connecticut, New
Jersey, and Puerto Rico, for example, may find themselves in the unfortunate position
of having to provide data breach notifications even when the information is not
acquired by a hacker.
Finally, if the entity is providing services to a business customer, it will need to
determine whether it is obligated to notify the business customer (as owner of the
affected personal information) of the ransomware attack, taking into account state data
breach notification requirements, contractual obligations to notify the business
customer and the overall value of the commercial relationship.
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